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Identified Issues in Gail’s IT Security Policies 
	The investigation into the existing Gail’s IT security practices and implementation identified a number of issues. The issues impact Gail’s information system security policy effectiveness and the IT infrastructure security of the organisation. The organization’s existing policies and practices have been summarised in the following list, with further analysis to determine if the organization’s security practices and infrastructure information relating to each finding presented below: 
i. Policy framework 
ii. Policy development and approval process 
iii. No compliance program 
iv. No formal non-compliance reporting 
v. Inconsistent enforcement across the whole of the organization
a) Policy framework 
	The Gail’s ICT Security Governance Section was tasked soon after it was established to assist in the creation of the ICT security governance framework. This framework was endorsed by the ICT Security Manager and it was approved by the organisation’s management shortly afterwards. Within the framework was outlined the ICT security policy architecture for the whole of the organisation. The document also identifies sections of ICT security in which policies need to be in place. A number of these policies are in existence, many requiring major re-writes and some need to be developed. A number of these policies are currently in draft and some have entered the approval process. 
b) Lengthy policy development and approval process 
	On average it takes a year for the Gail’s wide policy to go from the initial brief to being approved and published in Gail. The process involves a lengthy consultation process which is necessary, however, a number of mandatory endorsement stages tie up the approval process for months. Currently, it is a requirement in Gail that policies once endorsed by middle management have to return to the same committee at a later stage to ensure that the supporting brief for the policy is also endorsed. The middle management committee only sits once a month with an agenda which is published well in advance. Consequently, the IT policy related matters are often not heard or delayed until the next committee meeting. 
c) No Compliance Program 
	Compliance checking within the organisation has not been implemented. Compliance reporting and metrics are not produced and made available to relevant levels of management. There is no reviewing of compliance to determine if the security controls and policies employed are effective and being used correctly. 
d) No formal non-compliance reporting 
	The reporting of policy breaches and non-compliance in a formal, published and recognisable process does not exist. Employees are not aware of what their responsibilities, how they should report issues, and who to report them to. Consequently many issues are not referred to the appropriate areas and IT Security Team was often not involved. Numerous issues have eventually come to the attention of IT Security Team long after the event and long after any action should or could have been taken.
e) Apparent inconsistent enforcement across the whole of the organisation 
	A number of examples exist within the organisation where employees are aware of colleagues being dismissed for activities which appear to breach the acceptable use policy. However, similar cases involving management have only resulted in minor disciplinary warnings. This apparent ad-hoc and non-consistent enforcement may have also contributed to the existing culture of the organisation in which most policies are not viewed positively (Goodman et al, 2016). 
Recommended Improvements to the Current Gail’s Security Policy Implementation 
1. Policy enforcement 
	Gail’s IT policies should be enforced uniformly across the whole of the organization. Whilst it is the task of the ICT Security Team to investigate and report on ICT security policy non-compliance, it is the role of HR Department to enforce the policies. Policies which are not enforced uniformly become ineffectual. Any of the policies which are then used to dismiss an employee due to non-compliance exposes the organization to an unfair dismissal claim (Dunn et al, 2015). 
2. Policy compliance 
	The IT security policy suite will become irrelevant, unenforceable, and possible legally useless if Gail does not implement a means of tracking if the policies are being followed (Peltier, 2016). Compliance checking and reporting not only is a tool to identify when there is non-compliance but also is a reporting tool for Gail’s IT management to show that the security measures in place have been implemented and adhered to. 
3. Policy non-compliance reporting 
	A formal process should be established in Gail for the reporting of non-compliance of IT security policies. Investigation reports should be detailed a containing such information as the alleged non-compliance event, the resultant impact on other employees or the organization, whether any previous warnings have occurred, and the maximum severity of the non-compliance. Failure to document this information may result in the organization making disciplinary decisions based on insufficient information leaving them open to possible legal action (Peltier, 2016). 
4. Policy updating and review 
	The existing practices in Gail need to be improved to ensure that the policies are maintained and reviewed appropriately. An automated system of review scheduling with timely alerts will assist however the policies should also be reviewed or amended when a significant change to the existing practices occurs (Peltier, 2016). Policies before they are submitted for approval should also be reviewed by the appropriate areas to ensure that the policies can be implemented and are concise. 
5. Improve the policy development and approval process 
	The process for development and approval of policies needs to be reviewed and refined to ensure that policies can be developed and implemented efficiently and a more timely manner. The requirement to obtain endorsement for the supporting policy brief to upper management is unnecessary and its removal would reduce the time taken from endorsement to approval. 
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